
Verify Official Communication:
Ensure emails are from official DUT email addresses or social media platforms. Avoid 
engaging with suspicious or unofficial sources.

Avoid Sharing Personal/Financial Information:
DUT will never request sensitive information via email. Verify requests with the university 
directly.

Check for Language Red Flags:
Poor spelling and grammar in emails/messages may indicate a scam.

Beware of Offers to Fast-Track Registration:
Scammers may claim they can assist with securing admission or registration for a fee. These 
are not legitimate services.

Verify Accommodation Offers:
Do not send money for online accommodation offers. Consult DUT’s student housing 
department for verified options.

Do Not Open Suspicious Links/Attachments:
Be cautious of emails with malicious links or attachments requesting personal information.

Protect Personal Details:
Never share PINs, passwords, or credit/debit card information, even with the university.

Report Suspicious Emails:
Contact DUT immediately if you receive potentially fraudulent messages.
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Reminder: DUT representatives will not ask for money to secure admission or other services.
Stay vigilant and take precautions to avoid falling victim to scams

FRAUD / SCAM WARNING 
TO PROSPECTIVE AND 
RETURNING DUT STUDENTS
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