[image: ][image: ]

GUIDELINES FOR RESEARCH DATA STORAGE
The responsibility for the secure collection, management, and storage of research data lies with the investigators/researchers, in full compliance with relevant national legislation including the Protection of Personal Information Act (POPIA) and DUT’s Research Data Management and Research Ethics policies.
The guidelines outlined below identify key areas where the University has established best practice standards to ensure that research data is handled ethically, securely, and responsibly. These standards apply to all researchers, supervisors, and students engaged in research activities at DUT and cover the full data management lifecycle, from collection to long term archiving and disposal.
1.	Purpose for Compliance with these guidelines:
· Protect the rights, privacy, and autonomy of research participants by ensuring that all data is collected, stored, managed, and disposed of in a secure and ethically responsible manner, in line with the Protection of Personal Information Act (POPIA) and the DUT Research Data Management Policy.
· Support researchers and investigators in fulfilling their legal, ethical, and institutional obligations regarding data handling, security, and confidentiality throughout the research lifecycle.
· Protect researchers/investigators from allegations of research misconduct by promoting transparent, accountable, and traceable data management practices that meet national and institutional standards.
· Ensure DUT’s compliance with relevant legislation and research governance requirements, including POPIA, the National Health Act (where applicable), the National Research Ethics Guidelines, and the University's Research Ethics and Research Data Management policies.
· Protection of researchers against misconduct allegations
· Institutional compliance with legislation and ethics governance
This framing is essential for IREC, as it explicitly links data storage to:
· Ethical accountability
· Legal compliance (POPIA, National Health Act where applicable)
· Research integrity and reproducibility
These guidelines apply to all research requiring ethical clearance, including student research, staff research, and externally funded projects, to avoid ambiguity. Failure to comply with these guidelines may constitute a breach of research ethics approval, reinforcing accountability.
2.	Management of Research Data and Records
The Durban University of Technology is committed to responsible, transparent, and ethical research data management. While DUT supports openness in research and the sharing of information, such openness must always be balanced with participant protection, legal requirements, and institutional obligations.
Research data that forms the basis of published work should be available for verification, auditing, and scholarly evaluation by the broader research community, provided that such access complies with ethical approvals, consent agreements, and relevant legislation such as POPIA.
Any agreements that require research data to remain confidential for a defined period such as those protecting intellectual property rights, community agreements, or contractual obligations must fully comply with DUT’s Research Data Management Policy, Research Ethics Policy, and national regulatory frameworks. These agreements must not compromise participant rights, data security, or ethical standards.
All research data and records must therefore be managed in a manner that:
· Protects participant confidentiality and personal information.
· Ensures secure storage, retention, and controlled access;
· Supports academic integrity and reproducibility; and
· Meets all legal, ethical, and institutional requirements.
3.  Research Data Storage and Maintenance 
a. Researchers are responsible for ensuring the secure storage of all research data and biological or non biological materials on which their research is based. This includes physical, electronic, and cloud-based data. The costs associated with secure data storage, backup systems, and data management infrastructure should be included in research budgets and funding proposals.
b. Electronic data must be backed up regularly using secure and protected systems, such as institutionally approved servers or encrypted storage solutions. Ensuring adequate data protection, backup, and access control is the sole responsibility of the researcher, in line with POPIA and DUT’s Research Data Management Policy.
c. Primary research data must be stored within the Department or Programme in which the project is based to ensure continuity, accountability, and secure record keeping. This includes both physical and electronic records. The Head of Department/Programme retains overall responsibility for ensuring the security, integrity, and appropriate maintenance of departmental research data archives.
d. Research data underpinning any publication must be retained for a minimum of five (5) years after publication, in accordance with DUT policy, national legislation, and accepted international best practice. For sensitive or high-risk research, extended retention periods may apply as per institutional or regulatory requirements.
e. Departure of a researcher and management of research data
If a researcher leaves the University, both DUT and the researcher share responsibility for ensuring that appropriate, secure, and ethically compliant arrangements are made for the continued maintenance and management of the research data. All data transfer or retention decisions must comply with POPIA, DUT’s Research Data Management Policy, ethical approval conditions, and any contractual agreements with funders or collaborators.
In the absence of a formal contractual agreement specifying the disposition of the data, the following arrangements may apply:
3.1 Data retention at DUT
The primary data set may be retained by the University within the relevant Department or Programme. The departing researcher may be granted controlled access to the original data set and may retain copies, provided that such access upholds participant confidentiality, ethical approvals, and legislative requirements.
3.2 Transfer of data to the new institution
The data set may be transferred to the research institution to which the researcher is relocating, provided that the receiving institution has adequate and compliant facilities for secure data storage, management, and retention. Such a transfer must respect intellectual property rights, data sharing agreements, funder requirements, and ethical approvals.
3.3 Destruction of data
If no publications, reports, or further scholarly outputs have been produced from the data set within five years, and there is no legal, ethical, or contractual requirement for continued retention, the data may be securely destroyed. Destruction must follow DUT’s authorised disposal procedures and must ensure that the data cannot be recovered or reconstructed.
4. Confidentiality of Data
a. Pre-publication confidentiality:
Researchers are entitled to keep their data sets confidential prior to publication to protect the integrity of the research process, intellectual property, and the rights of participants.
b. Post publication data access (with conditions):
After research findings have entered the public domain through publication, the underlying data should, where appropriate and ethically permissible, be made available to other researchers upon request through the Principal Investigator.
While technical, ethical, or financial limitations may affect the extent to which full datasets can be shared, the underlying principle remains that research findings should be verifiable, provided that such sharing complies with POPIA, ethical approvals, data sharing agreements, and participant consent.
c. Protection of participant information:
Maintaining the confidentiality of all data collected during a research project is essential. Researchers must ensure that:
· Personal and identifiable information is anonymised or coded as early as possible in the research process.
· Participants are assigned unique identification numbers or codes, which are used in place of names and other identifiers.
· Any list linking participant identities with their assigned codes is stored separately, securely, and with restricted access.
· Data storage and handling processes comply with POPIA, ethical clearance conditions, and DUT’s Research Data Management Policy.
· These measures ensure that data cannot be traced back to individual participants without authorised access and legitimate purpose.
d. Balancing data availability with confidentiality rights:
The commitment to research transparency and data availability does not override the right to privacy and confidentiality of individuals, communities, or organisations participating in research.
Confidentiality protections take precedence, and data sharing must always align with:
· Participant consent
· Ethical approval conditions
· Legal requirements (including POPIA)
· Institutional policies on secure data access and sharing
5. Guidelines for Storage of Different Types of Data Sets 
a. Numerical and Statistical Data
· Numerical and statistical datasets must be stored in their raw/original format for a minimum of five (5) years from the completion of the project.
· After this period, the data may be securely destroyed unless it forms part of an ongoing or planned longitudinal study, in which case it should be retained for the duration of the study.
b. Interview Notes, Questionnaire Responses, and Transcribed Interviews
Interview notes, questionnaire responses, audio-to-text transcripts, and other qualitative materials should be retained in their original form, where possible, for five (5) years after project completion.
After this period, data may be securely destroyed unless required for:
· Longitudinal studies
· Follow-up publications
· National policy-relevant work
Note: Research informing national policy should be archived for ten (10) years.
c. Images, Audio, and Video Recordings
Images, audio recordings, and video footage must be stored in their original form. If enhanced or edited versions are created, both the original and modified versions should be retained.
These data types must be stored for at least five (5) years after completion of the project unless:
· Required for longitudinal work
· Retention is mandated by ethical approval conditions
· Longer retention is justified by the nature of the research
Following the retention period, files should be securely deleted in accordance with DUT’s data disposal procedures.
d. Biological Samples (e.g., Blood, Plasma)
Biological samples must be:
· Anonymised upon collection (coded and delinked from identifiers).
· Stored only for the duration necessary for analysis, typically 3–6 months, unless otherwise approved by IREC.
· Disposed of safely following the Code of Practice for Handling Human Biological Materials and laboratory biosafety regulations.
· No biological sample may be retained beyond the approved timeframe without renewed ethical approval.
e. Longitudinal Studies
Data collected as part of a longitudinal study must be retained for the full duration of the study and for ten (10) years thereafter.
· Participants must be informed about:
· How long the study will run
· How long their data will be retained
· Any extensions to the study period
Participants must also be reminded of their ongoing right to withdraw, unless the data has been anonymised and can no longer be linked back to them.
Note: Maintaining data in its original form is critical should the validity of published findings ever be challenged.
6. Recording Methods of Data Collection
Researchers must maintain clear, complete, and accurate records of all procedures followed during a research project. This includes:
Approvals granted (e.g., IREC, Gatekeeper)
· Data collection methods
· Fieldwork dates
· Interim analyses
· Any amendments to procedures
These records serve as evidence of compliance with ethical, legal, and institutional requirements and are essential if questions arise regarding the integrity of the research or the validity of the findings.
7. Withdrawal of Data
Participants must be informed of their right to request withdrawal or destruction of their data. Researchers should make every reasonable effort to comply unless:
· Final results have already been published
· The data has been fully anonymised and cannot be linked back to an individual
· Data forms part of aggregate or cohort analyses where individual extraction is impossible
· All withdrawal procedures must be communicated clearly during the consent process.
8. Informed Consent and Data Ownership
Participants must receive complete and transparent information regarding:
· Ownership of the data generated during the research
· The format in which the data will be stored
· Who will have access to the data
· The duration of data storage
· The purpose for which the data will be used
· Ownership and dissemination of the final research outputs (publications, reports, etc.)
· Ideally, written informed consent should be obtained from all participants.
Copies of signed consent forms should be stored securely with the raw data and retained for the same legally required timeframe.
9. Further Information and Guidance
These guidelines provide a framework for responsible and compliant data management across the research lifecycle. They are not exhaustive, and researchers are expected to familiarise themselves with:
· DUT’s Research Ethics Policy
· DUT’s Research Data Management Policy
· POPIA
· National Department of Health 2024 guidelines
· Any discipline specific legislation or professional codes
Researchers are encouraged to seek clarification from IREC when uncertain about specific ethical or data management requirements.
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